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1. SUMMARY: Since Regional Security Officers world-wide

began reporting directly to the Deputy Chief of Mission,

they joined the State Admin Officer as an ICASS service

provider. This created a new role for RSOs, many of whom

have not had extensive ICASS training. This new role will

require RSOs to present security ICASS budgets and attend

ICASS Council meetings as an ex-offIcIo member.  The

balance of this cable will answer some general questions

about the impact of ICASS on RSOs. How do RSOs relate to

ICASS Councils? Why are performance standards important?

What role do ICASS Council assessment memos play in the

evaluations of RSOs? The cable also suggests avenues RSOs

can explore if they need additional help or have questions

regarding ICASS.

END SUMMARY.

Q1: What does it mean to be an ICASS service provider?

A1: The biggest change for an RSO is an added role as an

ex-officio member of the post ICASS Council. RSOs have

always been the provider of security services at posts

overseas. That hasn't changed at all. Before 1999,

however, Admin Officers represented the entire admin

section that often included security. Now that RSOs are

service providers and ex-officio Council members, it is

important that RSOs attend all post ICASS Council meetings

to ensure Diplomatic Security is properly represented and

to ensure open lines oF communication with all customer

agencies. After all, Diplomatic Security will need the

support of these customer agencies when it comes time to

approve the annual budget for security-related cost

centers like non-residential local guard and security

services. Many other ICASS procedures like budget

preparation, Memoranda of Understanding, service

subscriptions, performance standards and performance

assessment memoranda remain the same.   As primary ICASS

service providers for security, some RSOs may pay enhanced

attention to some of these elements in the future.

Financial Management Officers have always prepared the

ICASS budget for security-related cost centers in ICASS.

Generally, Financial Management Officers have done so with

extensive input from the RSO. That will stay the same in

the future. RSOs, however, have not always had to defend

those budgets in front of a post ICASS Council in the

past. As independent service providers, the RSO will need

to present and defend their budgets and should be well

informed about how the figures in the security-related

ICASS cost centers were derived.

Q-2: What is the relationship between the post ICASS

Council and the Emergency Action Committee?

A-2: The post ICASS Council and Emergency Action

Committee (EAC) are two separate bodies and serve very

different purposes. One can find a somewhat analogous

situation in the relationship between the post ICASS

Council and the Housing Board. Housing standards, like

security standards, are inter-agency policies developed

and administered outside the ICASS system. The Housing

Board, like the EAC, often has much the same membership as

the post ICASS Council. The ICASS budget funds the

leasing cost center just as ICASS funds security programs

like non-residential local guard and security services.

When it comes to making housing assignments or deciding

how best to meet a local security threat, however, it is

the Housing Board or EAC, not the ICASS Council, that has

jurisdiction and makes a recommendation to the Chief of

Mission. RSOs, DCMs and other post management officials

need to understand the clear distinction between the very

broad jurisdiction of the EAC over security issues and the

very limited jurisdiction of the ICASS Council. RSOs,

DCMs and other post management officials should not raise

security issues, other than funding of security-related

ICASS cost centers, at post ICASS Council meetings and

should remind any post ICASS Council members that raise

such issues that discussion of security issues belongs in

the EAC, not the ICASS Council.

Q-3: What is a Memorandum of Understanding and why is it

important for an RSO?

A-3: The post Memorandum of Understanding (MOU) sets out

the basic terms and conditions under which the service

providers (usually the post Admin Officer and RSO) provide

services to the customer agencies. The MOU should be

reviewed annually to ensure that the needs of both the

service providers and customer agencies are still being

met. A key attachment to the MOU is the subscription of

service. This is a list where customer agencies sign up

or subscribe to services. Of the 32 cost centers at an

ICASS Standard post (16 cost centers at an ICASS lite

post), only two - - Basic Package and Community Liaison -

- are mandatory. Of course, few customers have any

practical alternative to non-residential guard and

security services that will allow them to comply with

inter-agency security standards. As noted above, agencies

under the authority of the Chief of Mission are subject to

inter-agency security standards and can't "opt out" of

compliance with those standards. The post MOU should

require the service provider to give 12 months advance

notice of its intention to cease providing service. It

also requires customers to provide six months advance

notice, effective either October 1 or April 1, of any

intent to withdraw from a cost center, though this rarely

will be an issue for RSOs.

Q-4: Why should the RSO be concerned about performance

standards?

A-4: Under ICASS, performance standards are a commitment

by the service provider to the customer. Thus, if the

service provider commits to the post ICASS Council that it

will initiate all police background checks on locally-

employed staff within three workdays, the RSO needs to

make sure that nearly all police background checks are

started in three work days or less. Clearly, performance

standards need to be realistic. If it is impossible to

initiate a name check with local law enforcement

authorities within three workdays, don't promise it.

Similarly, the standard cannot be so loose that it loses

all credibility. Promising to initiate all name checks

within six months would be an easy standard to meet but

would be unlikely to meet with acceptance by customer

agencies, including the Department of State. The best

standards push the service provider a little while being

achievable in a practical sense.

RSOs need to take care, when crafting or updating

performance standards that the standard covers only those

activities under the control of the RSO. In the previous

example, the performance standard is measured by the

number of days it takes the RSO to initiate the action.

The local law enforcement authorities might take weeks or

even months to search their database records and respond

to the RSO. The embassy, of course, will exercise all its

influence to expedite name checks. However, local law

enforcement authorities clearly are outside the control of

the RSO and have their own priorities. Thus, the RSO

shouldn't make promises that commit the local authorities

to a specific standard of performance. Promise only what

you control.

Q-5: Post ICASS Councils are required to draft an

assessment memorandum each year on service providers.

What can the RSO expect in an ICASS Council assessment

memorandum?

A-5: Some post ICASS Councils actually follow the

regulation that requires preparation of an annual

assessment memorandum by the Council chair that is then

provided to the DCM. Post ICASS Councils are supposed to

compare the service providers' performance against the

agreed-to performance standards and should even offer

compliments to deserving ADmin officers or RSOs. To help

the post ICASS Council make its determination, the ICASS

Handbook calls for the service provider to conduct a self-

assessment, for the post ICASS Council to survey customer

satisfaction and for the Council to assess its own

performance. For example, was the post ICASS Council a

positive, supportive group when it came to providing the

resources needed to maintain adequate ground security

without large numbers of secret service? The Council

chair is supposed to employ the results of these three

assessments and good judgment in drafting a balanced

assessment of the service providers' performance over the

past year.

Q-6: The RSO is responsible for a large number of

activities, only a few of which come under ICASS. Can an

ICASS Council discuss these services in an assessment

memorandum?

A-6: RSOs, as the question noted, are responsible for a

whole host of security activities. The basic ICASS

security cost centers are but a small portion of the RSOs'

challenge overseas. Because of that, the Council's

assessment memorandum is not entered directly into the

employee's official personnel folder. Rather, the Deputy

Chief of Mission can elect to use the Council's assessment

memorandum as one element that he/she can employ, along

with other observations about the RSO's performance in

areas outside ICASS in arriving at an overall evaluation

of the RSO's performance during the rating period. In

addition, DCMs would do well to remember that ICASS

Councils may have a unique perspective when drafting

annual assessment memoranda. RSOs constantly are

balancing the requirement to ensure security with the

convenience of official members of the embassy community.

An RSO may have to tighten up on building access or

restrict the availability of parking in order to maintain

security. This could have the unintended effect of

decreasing convenience for employees and family members,

resulting in lower customer satisfaction ratings. Some

ICASS Councils understand the need to balance competing

requirements and will support RSOs. Others, however, see

their role primarily as a voice for consumer complaints

and might draft an annual assessment memorandum in that

vein. The DCM, in such cases, serves as an essential

check and balance to put in proper perspective input from

multiple sources including the post ICASS Council.

Q-7: My post's ICASS Council questioned the standards

used in developing our security program here. Does an

ICASS Council have the right to do this?

A-7: Some post ICASS Councils feel that any and every

issue involving a customer-agency and money somehow is

related to ICASS. As a result, there have been occasions

both in the field and in Washington where agency

representatives have raised non-ICASS issues at ICASS

Council meetings. If a post ICASS Council questions a

specific inter-agency security standard, RSOs would do

well to remind the Council that it is the Overseas

Security Policy Board (OSPB) that approves security

standards. Inter-agency security standards are not an

ICASS issue. RSOs are aware, of course, that post ICASS

Councils do need to approve the budget for security cost

centers. As the service provider, the RSO will ensure

that he or she knows how the budget numbers were arrived

at and will be able to defend the cost of implementing the

standards. Assuming that the RSO has shown proper

prudence in implementing inter-agency security standards,

the post ICASS Council should approve budgets for the

security-related cost centers. Any post agency head with

security concerns can contact his/her agency rep to the

OSPB in Washington.

Q-8: Why should we bother with ICASS? Why doesn't DS

simply fund everything out of the DS allotment?

A-8: A significant reason is the scarcity of resources.

The Department has been very successful in the last two

years recruiting support from the Office of Management and

Budget (OMB) and the Congress for larger appropriations to

meet security needs. It is an unfortunate fact, however,

that our needs for increased security far outstrip the

resources available, even at the higher appropriations of

the last two years. In addition, the growth in overseas

policy programs and employees has come, and will continue

to come, from other agencies while the Department of

State's share of the overseas community remains level or

shrinks. In almost every instance these new agencies,

often in law enforcement and health, are responding to

U.S. national interests that have not traditionally been

seen as "foreign affairs." The Congressional committees

authorizing and appropriating funds for these programs

have little interest in, or influence over, the

Department's funding. By using ICASS, non-Department of

State customer agencies fund a proportion of the security-

related cost centers like non-residential local guard and

security services activities. This allows DS to use its

remaining funds on other critical needs that could not be

met if DS had to fund 100 percent of ICASS security-

related cost centers out of Diplomatic and Consular

Program funds. In addition, money in the ICASS working

capital fund is "no-year" money which means that it does

not expire every September 30 like the Department's annual

appropriations.

Q-9: Where can an RSO go for additional guidance about

ICASS?

A-9: The Admin Officer at post often has a significant

amount of experience with ICASS and usually knows well the

individual ICASS members. It makes sense for the RSO, as

another ex-officio member of the ICASS Council, to work

closely with the Admin Officer and benefit from his/her

knowledge and experience. ICASS has a handbook (6-FAH-5)

that RSOs can access using InfoRegs. The Handbook

describes many of the procedures and rules regulating the

ICASS process. The ICASS Service Center in Washington is

an inter-agency office that supports the ICASS Executive

Board and manages the inter-agency billing and support

system. The ICASS Service Center has a web site ("ICASS")

off the FMP Home Page (http//205.128.25.152) on the

Department's SBU Intranet. Employees at the ICASS Service

Center can answer technical questions about ICASS policies

and procedures. RSOs should be aware that, as an

interagency office, anything sent to the ICASS Service

Center may be shared with other agency personnel.

Questions can also be addressed to Mr. Gerry McGrath,

DS/EX/PPB, who also serves as the DS Representative on all

ICASS matters. He can be reached on either the classified

or unclassified e-mail systems or at 202-663-0367. Mr.

McGrath can respond without sharing post questions/issues

on an inter-agency basis.
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